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20 April 1966

MEMORANDUM FOR: Director of Communications
SUBJECT Review of CIA Message Procedures

Memorandum for Executive Director-Comptroller
from Director of Communications, Subject as
above, dated 15 April 1966

REFERENCE

1. Attached are copies of several Cable Secretariat SOP's
revised to implement the procedures adopted by the Study Group

to establish procedures which would insure that copies of
messages distributed in CIA would show Agency distribution,
The portions checked in red represent the significant portions

revised or added,

2, The effective date of these changes is 25 April 1966,
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25X1A

. GIA-RDP84:0(i499R000500040154-7

P

Approved For Release 2002/



25X1A

25X1A

Y Ap‘proved For Relgage 2002/05/09 : CIA- RDP84- 00499ROQJ0040154 -7

SECRET
Cable Sec.retariat: ‘ CSSOP 90-27
Standing Operating Procedure COMMUNICATION;
No. 90-27 25 April 1966

PROCESSING DCI CABLES

Reference:b):l- Cable Secretariat :
a)Memo from D/Communications to EX/DIR-COMT, 15 April 1966

"Review of CIA Message Procedures
c)[_____ |Dissem of Non-CIA Produced cables & Telegrams

Rescission: CSSOF 90-27 dated 25 June 1964

l. SELECTION OF CABLES FOR DISSEMINATION TO THE DIRECTOR

andl |

Under the provisions of |  the Cable Secretary is responsible for the
dissemination within CIA Headquarters of classified CIA and all non-CIA cables
and telegrams, Note: This does not include COMINT.. Authority.. .. .. ... &
is delegated to the CDO to act for the Cable Secretary in discharging this
responsibility insofar as dissemination to the DCI and other designated offcers

is concerned,

a. General

b, Selection by the CDO:

1) Selection of cables by the CDQ for dissemination to the DCI will be made
under the provisions of CSSOP 210-110-DCI & D/DCI. Discussion of selections
among the CDQO's is encouraged; border line cases decided in the negative are
to be referred to the Cable Secretary,

2) As a backstop to the CDO, analysts and Message Center Chiefs should refer
to the CDOQO, with references, those cables appearing to warrant consideration
for dissernination to the DCI including cables not selected but which refer to
cables previously disseminated to the DCI, -

3) The CDQO, when furnishing advance copies of cables to the SDO, the CS/DO
or others, will indicate that the message will be disseminated to the DCI when 'l/
such is the case, The absence of the DCI symbol will indicate to recipients of
the advance copies that dissemination to DCI is not being made by the Cable
Secretariat,

4) The CDO will not select for the DCI outgoing cables released by DDP or ADDFE
which have a note to the Cable Secretariat indicating that the DCI and D/DCI
should not be on the distribution of the cable, This note should be initialed by
cither DDP or ADDP, Direct replies to such outgoing or incoming cables will
also exclude DCI and D/DCI, This includes cables addressed to the Director,

On incoming cables a C/S Comment will be made stating that ""Dissemination
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‘Cable Secretariat ' CBSOP 90-27

Standing Operating Procedure COMMUNICATION
No, 90-27 ; 25 April 1966

c. Selection by the SDQ:

1) The Senior Duty Officer (SDO), CIA Operations Center, may select for /
dissemination to the Director any message which in his opinion warrants
such dissemination. In such cases, he will ask the CDQO to include the DCI
in the dissem nation and provide the CDO with the basis for his selection
in order that the CDO may include this in his reading of cables in the future,
The CDO will expedite the dissemination and delivery of the cable to the
Director and other officials, If the SDO believes that a particular message
warrants the fastest dissemination feasible, he will inform the CDO and the
CDO will make every effort to get the message disseminated in accordance
~ with the priority indicated by the SDO. |

2) The SDO may receive a copy cof a message via LDX or other means
direct from another Agency. Should he desire to have the message selected
he should provide the CDO with a copy for processing as in c 1) above, Note:

th-itil%jply to COMINT messages. In any event the SDO will comply
WI - e e s m amemeam e mmoac b PR - o —— e --

de Selection by the CS/DO and/or DDP Action Unit:

The Clandestine Services Duty Officer (CS/DO) and/or an official of the v
DDP action unit may select for dissemination to DCI any message which in v
their opinion warrants such dissemination, The same procedures described

in ¢) above would be followed,

2, DISSEMINATION SYMBROLS

Except for copies furnished in advance of formal dissemination, symbols reflecting
the dissemination made by the Cable Secretariat will be shown on all copies of
messages processed by the Cable Secretariat, Dissemination will be made in L
accordance ‘with pertinent CSSOP'S,_ taking into a,cc_:,o_u_ﬁt,vSDO_',s r‘equirement;.

3. LOGGING

A DCI log will be maintained at the CDO's desk on which will be recorded the
reference number and the subject and time each cable was selected, The purpose
of the log is to control processing of each item and ensure that no cable is unduly
delayed in delivery to DCI. To this purpose the senior CDO, during the day will
clear the mail column of the log by initialing each item at the time of delivery,
During the night tour the CDO will initial each item to indicate that it has been
completed (i.e,, broken out and slotted, ready for enveloping). The midnight CDO
in a like manner will initial each item as it is completed and is specifically charged
o P RARS T 6 i600". BAIRPE0bcHRYODBOSAD 1A TS cTibed ox der,

enveloped, and prepared for delivery,
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. SECRET
Cable Secretariat
Standing Operating Procedure
No, 90-27

CSSOP 90-27
COMMUNICATIZNS1
25 April 1966

> CABLE SUMMARY BY CABLE SECRETARIAT

a, Summaries of cables will be prepared for cables received after the iast run each
day and up to and including the first run the following day, No summaries of
cables are prepared during the day, On week-ends,and holidays summaries are
prepared only if time permits,
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SECRET :

Cable Secretariat ' . CSSOP 90-27
Standing Operating Procedure " COMMUNICATIONS
No, 90-27 . _ 25 April 1966

b, Summaries will be prepared in the following format and given to DCI, D/DCI,
EX/DIR, DDP, DDIL

1) Two to four lines, preferably two lines in length
Spell out all abbreviations
3) Show in parenthesis at the end of each summary the time that the Cable-
Sceretariat received the cable~--use Z time,
4) Group in one area all cables about a particular place or problem
5) Print on one side of paper only
6) Identify State Messages as:
"Emb Vientiane 1586 to State:..o"
State to Emb Vientiane 1234, 00e

7) Identify CIA messages as: ,
"CiA - DIRECTOR 27389 |
- CIA - - _
8) TD's - "CIA-TDCS _ {country(ies)) "

9) In the event that O/_f)al-é.sks for his cables at a time when the summary is not
ready, the cables will be sent without the summary and as soon as possible
send the summary together with any additional straggler cables,

6., ADDED DISSEMINATION

. &+ When the DCI or D/DCI is being added to the dissemination of a cable already processed,

-the CDO will inform the SDO immediately if appropriate; i e.;. if the DDI oy a’

somponent clement 1s-gr vl be inctuded, B rEaCH spningtion. “When gopies ave

cable was added at the request of (name) (division or office), Neither the

comment nor the word "added" will be included in the case of cables added by L
the Cable Secretariat, since the dissemination is the responsibility of the Cable

Secretariat whether it be done initially or after the fact, Upon request from a

unit that DCI or D/DCI be added to a cable, CDQ's are to include both in

added dissemination excvept when the requestor states that the added disserination

to only one of the two individuals is with the knowledge or concurrence or at

the direction of someone in the O/DCI. In this case, add the one person only

and include the gist of the request on the breakout slip attached to the copies of

that cable,

b, When the initial dis semination of a cable is restricted by the Cable Secretariat
to a limited number of top offices and the DCI or D/DCI is given the action copy,
any additional dissemination considered appropriate will be suggested to the
Executive Assistant to DCI by means of a note attached to the DCI's copy. (In
this instance as well as in all others where a ''note' is used, the same slip
used for breakouts should be used unless, in the opinion of the CDO this is
undesirable, in which case a separate slip should be used.) If no word is
recelv ; i ista ithin two hours from the time of
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SECRET
Cable Secretariat CSSOP 90-27
Standing Opera’ﬁing Procedure : ‘ COMMUNICATIONS
No. 90-27 - 25 April 1966

7. DELIVERY

.Deli'very to the DCI will be effected as soon as a cable is completed, or at the

opening of business, or upon request, whichever is appropriate, (See CSSOP 5-3
Attachment D, para 4f)

25X1A

y Cable Secretary

Dist: C/S, CDO, M/C, 4 Training, Typing
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SECRET
CABLE SECRETARIAT C580P 210-130.8D0
STANDING OPERATING PROCEDURE CABLE DISSEMINATION
No. 210~130.500 25 Aparn 1966

ClA OPERATIONS CENTER, SENIOR DUTY OFFICER {3DD)
REQUIREMENTS

RergaEncEs:  CSSOP 5.3 "Camie Dury OFrFicER InsTRUucTIONST
CSS0P 9047 "PROCESSING OF NONCIA TXLETYPE Messaags”
CSSOP G011 "PROCESSING ALR, Ammy, Navy Msas, 21D & USIA Trizerams”
CSSOP 9012 "PROCESSING DEPARTMENY oF STATE TeLeorams”
CS50P 210-130-0D1 "DDI AgeuinEMEnTs®
£SSOP 210-130-0C1 "0CI Requirmmgnts”

REscission: CSSOP 210.130.5D0, 2 StpTmdara 1965

te MISSION: Tt Clk OrEnarions CESNTER SROVIDEE A CONTINUOUS Dury OrricEr WaTCr (S00) ror /
™t DCI.

2. REQUIREMENTSt UNLESS OTHERWISE INDICATED ONE OR THO ADVANCE COPIES OF EACH NoN-CIA casLe
DESCRIBED BELOW ARE PURNISHED 10 5DO, THE INPLEMENTATION oF SDO'S REQUIREMENYS Wil NOT
AFFECT CABLES FOR WHICH A PRESCRISED AND LIMITED DISSTMINATION NAS BELEN ESTABLISHED,

A, NON-CIA CABLES WITH NO RESTRICTIONS AS TO DISSEMINATION, AND RECEIVED IN HARD COPY - /
2 ADVANCE COPIES, NG REPRODUCKD corigs. EXCEPTION: S00 witl BT FURRISHED 9 REPRODUCED

COPIES ¥ DISSERINATED To DCI,

B, NoN-CIA CABLES WMITM NO RESTRICTION AD YO DIBSEMINATION, AND RECEIVED ELECTREICALLY « )
2 ADVANCE COPIEE 1¥ AVAILABLE ruos Sionat CENTER, IF NOT, 1 COPYL No REPRODUCED CORIES. v’
EXCEPTION: SDO witt BE FURNISHED O AEPRODUCED CORLES IF DISSEMINATED 1o DLIL,

€. NON-ClA CABLES WITH REISTRICTION AR TO DISBEMINATION, AND RECEIVED (X HARD COPY = NO ADVANCE /
COPIKB, MO REPRODUCED cOPILS {HOWEVER, THE REPRODUCED CoPIES for DD1 ano D/OCI eo via 3D0),

D. NoN=CIA CABLES WITH RESTRICTIONS AS YO O(SSEMINATION, ARD RECLIVED KLECTRICALLY « ADVANCE ,
COPY] NO REPRODUCSD COPIES (HOWEVER, THE REPROOUCED CoPIES rFoi DDI awp 0/0CI so wia SDO). v

£, TD!s AnD INTEL rONWMAT CABLES « 2 COPIEZB; 9 COPIES 1Ff BIBSEMINATED To DCI, /
3. EXCEPTIONS: SDO #AS NCO REQUINEMENTS FOR THE FOLLOWING!:

A, CLANDESYINE SERVICES CABLES, EXCEPT SANITIIED VERBIONS OF CABLES CONTAINING INTELLIGENCE
FURNISHED UNDER PROVIBIONS of CSSOP 5a3 = ATTACHMENTS A Ane F,

Cc. Non=ClA casLE® RECOADED 1n CSSOP 210-120 A8 or no inTEREST TO SDO,

k, SDOS REQUIAEKMENTS ARE AMUNDED TO UPDATE AND PROVIDE FOR FURNIBMING 5DO 9 comigs oF casLEs /
DESCRIBED {N PARAGRAPHS 24, 8 AND £ Jf SELECTED FOR THE DIRECTOR.

25X1A
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CABLE SECRETARIAT £580P 210-120.C5/00
Sranning OPERATING PROCEDURE CABLE DISSEMINATION
No. 210-120.C5/00 20 Aemit 1966

€8/D0 REQUIREMENTS

REFERENCES:

ReEscission: CSSOP 210-120-CS/D0, 14 ApriL 1966

1. MISSION: THE CLANGESTINE SERVICES Duty OrFicer {CS/D0) 18 THE REPREBENTATIVE OF THE DEPuUTY
DIRZCTOR FOR PLANS TO THE OrgratTions CENTER (OPS/CEN) aNo 18 THE CLANDESTINE STRVICES OVER.
NIGHT BRIEFING OFFICER FOR THE DIRECTOR, HE 18 RESPONSIBLE FOR REVIEWING SELECTED CLANDESY
SEAVICES CABLES AND DETERMINING WHAT ACTION HAS BEEN TAKEN 8Y THE CLANDESTINE SECRVICKS ONM
THOSE CABLES APPEARING TO WARRANT IMMEDIATE ACTION. HEC wWORKS WiTH THE SENtOR Duty OFFICER
{SDO) A8 APPROPRIATE AND MAINTAINS LIA1SON WiTH THE CABLE SECRETARIAT Duty OFFiCER,

2. REQUIREMENTS: ONE copy oF gacH ClA AND NON~CIA CABLE DESCRIBED BELOW, INCLUDING RYBAT,
1S DISREMINATED BY THE CaBLE SECRETARIAT DuTy OFFICER TO THE CS/D0. IMPLEMENTATION OF
Tug CS/DOYS REQUIREMENTS WILL NOT AFFECT THE DIBSIMINATION OF CABLES FOR WHICH A PRESCRIBED

25X1A

INE

AND LIMITED DISSEMINATION HAS BEEN ESTASLIAHED, NOTE: AoVANCE COPIES WilL BE FURNISHED THE

£5/D0 IN AGCORDANCE WITH THE PROVIBIONS OF PARAGRAPH T oF CSSOP 5.3,

A, CABLES WHICH MIGHT ASS 187 TRE CS/DO IN BRIEFING THE DCl, INCLUDING ALL CLANDESTINE SERVICES
INTEL CABLES, OPERATIOMAL CASLES CONTAINING INTELLIGENCE, AND CABLES OISSEMINATED TO THE
DC1 on DDP BABED ON GONTENT,

B, CABLES CONCERNING SIGNIFICANT POLICY MATTERS WHICH MIGHT AFFECT OR BE OF CONCERN YO THE
AGENCY. '

C. CABLES REFPORTING OR CONCERNING THE MOVEMENT OF SENIOR AGENCY OFFICIALS {DIVIIION AND 8TAFF
CHIEFS AND UP.)

D. CABLES CONCERNING ANY MATTER EMBARRASSING OR POTENTIALLY EMBARRASSING TO ClA AND CABLES
COMPL IMENTARY OR DERCGATORY BUBBTANTIALLY APFECTING THE PRESTIGE oF ClA or ClA PERSONNEL,
INCLUGING REFERENCES To CIA RELATIONS WITH HIGH U, 5. OR FOREIGN OFFICIALS,

L. CABLES REFLECTING SIONIFICANT OPERATIONAL OR ADMINISTRATIVE DIFFICULTIES, BERIOUB SECURLTY
MATTERS, OR REPORTING OUTSTANDING ACHIEVEMENT IN THE PERFORMANCE oF CIATS MiSsioN,

¥, CABLES CONCEAMNING VIS31TS 10 CIA ACTIVITIES OF CONGRESSMEN, CONGRESSIONAL COMMITTEZES OR
CABINEY MEMBERS,

G. CABLES CONCERNING THE OEATH oF ClA STAFF EMPLOYEES OR THEIR DEPENDENTS OR CONCERNING AGENCY
PERSONNEL ARRESTED, SENTENCED, OR MISBING, OR WHICH CONGCERN PuBLICITY For CIA,

H, CABLES CONCERNING THE PHYSICAL SECURITY OR THE OETECTION OF OR POBSIBILITY OF EXISTENCE OF
AUDIO SUAVEILLANCE PENETRATION OF ANY ClA INSTALLATION,

-

1. CABLES REPORTING OR COMCERNING THE ACCOMPLISHED {or soon TO BE ACCOMPLISHED) DEFECTION OF AN

INDIVIDUAL OF STATURE OR IMPORTANCE FROM THE SiNo-SovieT BLoc, THiS INCLUDES CERTAIN LOW-

LEVEL DEFECTRBBreNRY ROT RUISASE DOVTAS /DR ACRARIPBASBBHDIHIRTISUD0AGTBAT 0N WHrcH

COULD RESULT IN PUBLICITY OR SENSATIONALISM,

J, CABLES WHICH AFFECT OR COULD AFFECT AGENCY POLICY, OPERATIONS, ACTIONS, OR MANAGEMENT,




Sk LKL
CABLY SECRETARIAY C3S0F 210-120-C5/00
STANGING OPERATING PROCEDURE CABLE DISSEMINATION
No., 210.120-C5/00 20 ApriL 1966
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CABLES REFLECTING THE PERSONAL VIEWS OR OPIHIONS OF CHIEFS OF STATIONS, INCLUDING MENTION OF
PROBLEMS ARISING BEYWEEN THE CHIEF OF BTATION AND THE AMBASSADOR, OR BETWEEN THE CHIEF OF
STATION AND MAJOR U.S, MILITARY COMMANDERS, 25X6

CasLes rroM THE CIA REPRESENTATIVE TO fu=| I MEETING
OR CONTAIN THE SUBSTANGCE OF & WATCH CoMMITTES REPORT ANO/OR THE SUBBTANCE OF AN INTELLIGENCE

ESTIMATE,

CABLES CONCERNING BUPERBONIC TRANSPORY DEVELOPMENTS,

CABLES CONGCERNING 25X1A
OIRCUBBION RE THE MANUFACTURE OF AN ATOMIC DEVICE,

CABLES WHICH ASK FOR & DECIBION OR REQUEST RECONSIDERATION OF A DECIBION ON ANY MATTER OF
CONCERN TO THE CLANDESTINE SERVICES OR WHICH REQURST OR REQUIRE TOP LEVEL GUIDANCE OR
GECIZION ON OPERATIONAL OR ADMINISTRATIVE MATTERS.

CABLES WITH & PRECEZOENCE OF PRIORITY on MIGHER WHICH ARE ABBIGNED FOR ACTION TO A CLANDESTINE
SERVICES URIT,

SUBSTANTIVE CABLES BEARING ON CRITICAL OR "CONTINGENCY” ARKAS OF CURRENT INTERLSY, /
EXCEPTIONS: CS5/00 HAS HO REQUIREMENTS FOR THE FOLLOWING CABLES!
CABLER WHICH WOULD NOT BE LIKELY TO ABS18T THE CS/D0 1IN smikring THE DCI.

CABLES WiTH PRECEDENCE LOWER YHAN PRICRITY CONCERNING PURELY ROUTINE OFERATIONAL OR
ADMINIBTRATIVE MATTERS, Of REQUESTING OR FURNISHING INFORMATION ON TRAGES OR FILE CHECKS,

CaBLES AnDRESSED Yo DCI, D/DCI gniy OR oisseMiNATED Yo DCI, O/DCI gonky or To DDP onLy or
oiS8EMINATED 1o DDP BECAUSE OF INDICATOR WITHOUT CONCERM FOR CONTENT, €.G., [ |casLis. 25X1A

CABLES, THE OISSEMINATION OF WHICH 48 COVERED By & PRESCRIBED AND LIMITED S0P,

TH1s CSS0P HAS BEZEZN REVISED BASED ON A DDP/SPA mEMoRANDUM DATEZE 13 ApriL 1966 Yo PROVIDE FOR
DINSEMINATION TO THE C5/D0 of ClA AND NON-CIA CABLES REARING ON CRITICAL OR CONTINGENGY AREAS
AND BINGCE THAT PARTIGULAR REGUIATMENT SEEMS TO EQUATE WITH MANY tF HOT ALL SUBSYANTIVE CABES
DISBEMINATED 10 OCI, TO ADD IN PARAGRAPH £ THE INCLUSIVE STATEMENT "ClA AnND nONCIA casuEs”. (/

25X1A

\/ CABLE SECRETARY
CaBLE Sk, CDO, M/C, 14 mooxs, CS/DO 2,
FI/INT/RC Approved Hor Release 2002/05/09 : CIA-RDP84-00499R000600040154-7
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STATSPEC B. CABLES DISSEMINATED TO AN OFFICE OR UNIT SUBORDINATE To THE DD}

25X1A

25X6

25X1A
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M SECRET
CABLE SECWE%AR:AT CSSOP 210-130-0D1
STANDING OPERATING PROCEDURE CABLE DISSEMINATION
No. 210-130.0D1 25 ApriL 1966

DD] REQUIREMENTS

REFEREN;ES: : 25X1A

(3) CSS0P 210-1 "CIA CasLE SECRETARIAT CABLE DISSEMINATION PoLicy"
{4} CSSOP 90-19 "Suspense DDl CasLES"

Rescission: CSSOP 210-130-DD1 paTED 10 Fesruary 1966

1o~ MISSION: THE DeEPuTY DIRECTOR FOR INTELLIGENCE 1S RESPONSIBLE FOR THE. CORRELATION, EVALUATION AN
PRODUCTION OF SUBSTANTIVE INTELLIGENCE AND FOR THE DISSEMINATION WITHIN THE GOVERNMENT OF SUCH
INTELLIGENGE, HE 1S CHARGED WITH DEVELOFING, IN CONCERT WITH THE OTHER DIiRECTORATES, THE AGENCY
POSITION ON MATTERS OF CONCERN TO THE USIB, HE 15 RESPONSIBLE FOR DIRECTING AND COORDINATING
THE ACTIVITIES OF THE OFFICES OF OCR, ORR, ONE, OCl, NPIC anD OBl AND FOR DIRECTI!
AGENCY ACTIVITIES RELATING TO THE OVERT COLLECTION OF INTELLIGENCE.,

2o REQUIREMENTS: UNLESS OTHERWISE INDICATED, ONE COPY OF EACH ClA CABLE DESCRIBED BELOW, INCLUDING
RYBAT UNLESS BPECIFICALLY EXCLUDED, AND INCLUDING ONE COPY OF NON-ClA CABLES AS INDICATED, ARE
DISSEMINATED TO THE DDI.  IMPLEMENTATION OF DD]!'S REQUIREMENTS WILL NOT AFFECT THE DISSEMINATION
OF CABLES FOR WHICH A PRESCRIBED AND LIMITED DISSEMINATION HAS BEEN ESTABLISHED.

CABLES ORIGINATED BY OTHER THAN
-CLANDESTINE SERVICES ELEMENTS

JAcTioN “Conr InFo
RYBAT 2 2 1
OTHER 2 2 1

A. CABLES CONTAINING CRYPTONYMS OR PSEUDONYMS REGISTERED WITH THE CABLE SECRETARIAT AS BEING. OF
INTEREST 7o DDI, :

C. CABLES CONCERNING WATCH COMMITTEES AND INDICATION CENTERS. : 25X1A

O. CABLES CONCERNING OVERSEAS TRAVEL OF DDl PERSONNEL OR CONCERNING THE. ESTABLISHMENT; MAINTENANCE
AND SUPPORT OF DD] OVERSEAS ELEMENTS | |

| | (2 corres) - 25X6
E. CABLES CONCERNING THE COORDINATION OF SUBSTANTIVE RELATIONS INVOLVING DDl PERSONNEL WITH
| *2 cor|ES) '

Fo INCOMING CLANDESTINE SERVICES CABLES WHICH CONTAIN POSITIVE l&TELLIGENcE INFORMATION WILL BE
FURNISHED TO. THE DDI on AN EYES ONLY BASI1S, EXCEPT WHEN THEY ARE DISSEMINATED AS A TD OR WHEN .
THEY CONTAIN OPERATIONAL INFO- SO SENSITIVE AS TO PRECLUDE INIT!IAL DISSEM OUTSIDE THE CLANDESTINE
SERVICES, - IN THE LATTER CASE, THESE CABLES WILL BE SUSPENDED AND DISPOSED OF UNDER THE PROV I

sions oF CSSOP 210  anp CSSOP 90-19. . (SEE ALso [::::::::::::]

. GeRouP 1
S ECRET EXCLUDED FROM AUTOMATIC DOWN=
C GRADING AND DECLASSIFICATION
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CABLE SECRETARIAT L8350P 218-130.0D1
STANDING OPERATING PRoOCEDURE CABLE DISSEMINATION
Ho, 210«130.D01 25 Ammiy 1966

2. 6. Cannes £xcLuding RYBAT AND TWOBE DESCRISED IN PARAGRARN 30, RESORTING THE TRAVEL OF SDVIEY AND

BATELLITE AMBDASSADORS AND CABLES CONTAINING BIGGRAPHICAL I1HFORMAYION ABDUT OR REPORTING THE
TRAVEL OF SOVIET AND SATELLITE PERSONNEL ATTENDING AM InveanaTional CONFERENCE or THADE Faim,
IN THOSET CASES IN WHICH THE ANALYST, BASKD ON MIS OWN KHOWLEDSE AND THE TEXY OF THE CABLE,
CANNOT DETERMINE THE RANY OF THE INDIVIOUALS CONCERN, DIRRCT DISSEMINATION WILL BE MADL TO
DD, o8 THE CABLE WILL BE PROGCESRED UNDER THE SUSPENSE PROCEDURE, WHICHEVER 15 APPROPRIATE,
{DisseinATiON TO DD! WiLL 8E€ MADE ON An EYES ONLY sasin,}

IRCOMING OR DUTGOING CLANDESTING SEavicEs CABLES , EXCLUDING RYBAT ano/0OR THOSE CONTAINING
SENSITIVE QPERATIONAL DATA, WHICH MENTION OR DIBCUSS THE SURJECT TO [::::]ﬁaug BE FURNIBHED

ONE INFORMATION COPY ON INITIAL DIBBEMINATION YO DI anp D/OCT on AN EYES ONLY pasis, 25X6
(DrszeminaTion To DDI witl ag on AN EYES ONLY BASIS,.)

CLANDESTINE STRVICES cABLES, EXCLUDING RYS-T AND/OR THOSE CONTAINING SENSITIVE OPERATIONAL

DATA, REPORTING ON THE SUBJECT OF FLIGHT CLOSURE NOTICES IN CABT GERMANY ANG oTHER BLoc

counTrIES, (Digsimination To DOl o8 CLANDESTING SEAVECER TABLES WiLll 8E oN AN EYES ONLY BANIS, §

Non-Cli caprLes sciecren ror DCI, D/DCH,

NoneCls casLEs CONCERNING DISARMAMENT, ARMS CONTROL, THBPECTION, NUCLEAR TESY BANS, PROLITERATION
OF WUCLEAR WEAPONS, AND RELATED MATTERS,

Non-Cl/i capLER orsssuinaTeD Yo DCI 2 cories; { 1 coey 1r LIMDIS - £XD1s).
TDt8 anv INTEL romMAY CASLES CISSEMINATED 70 DCI « 2 coPiEs,

EXCEPTIONS: DDI WAS %O REQUIREMENTS FOR THE FOLLOWING CanLES:
Nou—ﬁ!k.cAnL!s. EXCEST AR INDICATED,

ADVANCED coPiEs OF CIA caBLES IN THE INTEL romar WHICH HAVE BEEN SANITIZED AND FURNISMED TO
5bG,

ClA caBLES CONTAINING POSSIBLE INTELLIGENCE BUT WHICH ALSO CONTAIN OPLRATIONAL INFO 80 SENSiTIVE
AR TO PRECLUDE DISSEMINATION OUTSIDE THE CLANDESTINE SERrvices, {Sce susrgnsc PROCEQURE, }

Trre CS30P 18 REVISED 0 PROVIDE FOR DrasexiNATION 1O DD or canLes pireseminated Te DEI as
SHOWN ABOVE IN PARAGRAPH 2L AND M,

25X1A
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SECRET
CABLE SECRETARIAT CSSOP 5.3 « ATTACHMENT A
STANDING OPERATING PROCEDURE GENERAL
No. 53 (REVISED) 25 srmiL 1966

. €00 SUPPORT TO SDO
1. RESPONSIBILITIES OF SDO

THE SenNton Duty OFFicer, ClA OPERATIONS CENTER, PROVIDES A CONTINUOUS Duty OrricER WatcH (SDO) ror

THE DCI. Tee ClA OPERATIONS CENTER, AB A STAFF ELEMENT OF THE OEputy DiRcCTOR FOR [NTELLIGENCE, .
OPERATES OM AN AROUND THE CLOCK BAS18, THE SDO RECEIVES WORLD=VIDE NEWS, INTELLIGENCE AND MILITARY v//
OPETRATIONAL INFORMATION) ALERTS AND BRIEFS SENIOR OFFICIALR} CONBSULTE AND MAINTAING CONTACT WITH

OTHER OPERATIONS CENTERZ} BELECTE MATERIAL FOR HIGH LEVEL ATTENTION, AND UPDATES GURRENT INTELLIGENCE

PUBLICATIONS IN PRODUCTION. THE CHigr, CIA DPERATIONE CENTER 18 AND THE Depury
CHIEF ual
1A 25X1A

2. SUPPORT BY CDO

Tueg CDO caN DO MUCH TO ASSIST THE SDO TO PERAFORM HIS JOB AT THE HIGH STANDARDS EXPRCTED. IN MANY
INBTANCES, TIME IS THE CRITICAL rFacToR, AND CDO'S 8HOULD SPARE NO {FFCRT TO EXPEDIYE ODELIVERY TO
THE SO0 OF ALL CABLES BEING FURNISHED HiM, Eact CDO 18 EXPECTED TO KNOW MIS COUNTERPAATS IN THE
OrERATIONS CENTER AND T0 DO EVERYTHING POSBIGLE TO PROVIDE FOR A CLOBE AND MARMONIOUS WORKING
RELATIONSHIP WiTH THE OPSCEN 87AFF, INCLUDING, BUT NOT LIMITED TO THE FOLLOWIMNG!

A, FURNISHING ADVANCE COPIES OF NON-CIA cABLES AND SANITIZED CIA INTEL CABLES WITH A PREgESENCE :
or PRICRITY oR HIGHER, AND INDICATING THEREON THAT DCI WiLl BE INCLUDED IN THE DISSEMINATION Y
WHEN SUCH 18 THE CABE AND INFORMING THE SDO By TELEIPHONE WHEN THE DC1 18 BEING ADDED TO A
CABLE UNKNOWN TO THE SDO,

8. INDICATING DURING OTHER THAN AEGULAR OFFICE HOURS THE ACTION UNIT IF ACTION 18 & DDI uNiT.

€. Novirving THE SDO USON RECEIPT OF ANY GABLES CONCERNING!

1) Derinss READINESS conpiTions {DEFCONS 5, 4, 3, 2, or 1) on,

2} NATO ALERT PROCEOURES {SIMPLE ALERTS, REINFORCED ALERTS, AND GENERAL ALERY OROERS),

3) JCS EmemcENCY AcTion FILE {EAF) anp EMErarncy Mrssaags (EMa1, 2, ER), OR, CONCERNING THE
AUTHENTICATION BYBTEM, AUTHENTICATION TEST MESSAGES WHICH REQUIRE AN IMMEDIATE {AcTioN)

RESPONBE 8Y THE SDO.

0. MNortifFving TRE SDO UPON RECEIPT OF ANY CABLE RIQUESTED B8Y THE SDO OR CONTAINING INFORMATION
WHiItH THE SDO HAS ABKED B8R FURNISHED HiM ONM AN EXPEDITE BAS)S,

arous 1 i
CXCLUDED FROM AUTOMATIS Whwn-
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CABLE SECHETARIAY ' ¢ss0P 90-1 o
SranDING OPERATIRG PROCEDURE T COMMUNICATIONS
Mo, 90-1 25 AsmiL 1966

ORDER OF PROCESSING ~ND PROCESSING GOALS, Ci1is AND MONJCIA GABLES
Resciasion: CSSOP 90-1, 1 Apmit 1966
Y GENERAL

i7 18 A BASIC YENMET OF THE CABLE SECRETARIAY THAT IF A COMMUNICATION WARRANTS TRANSMISIION
ViA ELECTRICAL MEANS, 1T WARRAKTS ORDERLY AND LRPEDIVIOUS HAHDLING AND PROMPT DELIVERY, 1T
18 VH KEEPING WITH THIS PHILOBOPHY THAT WE AENAIN OPEN 24% WOURS A& DAY, SEVEN DAYS A WEEX,
AND THAT WE WORK 1N AN ATHOSPHERE OF "wumRry wurayY®. 1T 18 TME PurPost or THis CSS0P vo
PAESCRIBE THE ORDER OF PROCEASING CASLES AND OTHER MATERIAL FROM THE TIME GF RECEIPY IN
1iE CABLE SECRETARIAT TO THE TIME OF DELIVERY TO THE ACYION AND INFORMATION UNITS,

2. ORDER OF PROCESSING AND PROCESSING CABLES

SUBJZCT TO MODIFICATION SASED ON QOOD JUDGMENT, CABLES SNOULD BE PROCESAED N THE CRDER AND
WITHIN THE TARGET TIMES SHOWN BELOW!

OapeR oF
ProcissING . ProcEssing Goars
Catragny No, TyrPr_MESSAGE PRECEDENCE ApyANCE CoPlgs Iw: Firnisugn Loy
1 CRITIC FLASH B MINUTLCS 15 mINUTES
1 L+ IN FLASH 5 HINUTES 15 MinuTER
1 Cix 1IN . {MMED 1 2TE 5 MINUTES W0 MENUTES
1 DLl Senzers® v 30 minuves
1 Cis iH PRIORITY 10 MmINUTES 1 MOuR
1 CiA InTEL RPT, IMNERIATE/FRIORITY 10 MiNuTES v Houn®
2 C1x IN iwven Rev, ROUT INE 2 uouns®
2 Mon«Ci2 rELEYYPES TO CiA
rom ACTION - Notso ay CDO 2 noumk
2 Srare LIMDIS 2 KOURS
2 Cis OUT IMMED1ATE/PRIORITY 2 MOuURS
3 Lis IN BOUT INC 3 wouRs
4 Mon~Cli TELETYSES TO CIA
ron INFQ 4 wouas
L NonaC 1 HARD COMLES 4 wouns
% Cis QUT ROUT IHE Qeening DusineEss

#iucLunts ClA anp Non<Cli 1TEMS sELEcTED 8y COO, SDO, ok ACTION UNITS, AND Tapogos™, I THE CABE OF
1TEMS 1N THE INTEL romMmaT, THIS TINE MUST BE EXTENOEO TO PROVIDE NECESSARY TIME FOR PREPARING MASYEAS
AND TO PROVIDE TIME rom |W PROCEIGING,

EXCLUDED :aW?gyln;c DowN~
SECRET GRABING AND DECLASSIFICATION
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- SECRET

CSSOP 901

STANDING OPERATING PROGEDURE ) A : COMMUNICATION
No. 90-1 : R 25 ApriL 1966

3.

5-

DisT:

r

PRECEDENCE TAGS

IN ADDITION TO BLUE OR GREEN FORM 50, PRECEDENGE TAGS WiLL BE AFFIXED TO CATEGORY 1 AND 2 As
APPROPRIATE THROUGHOUT ALL PROCESSING STEPS, AND WILL, FOR ClA CABLES, BE ATTACHED TO THE
ACTION COPIES AT THE FINAL STEP. C]A MESSAGES WITH A PRECEDENCE OF FLASH omr IMMEDIATE wiLL
BE HAND~CARRIED AT ALL TIMES. TaAGS WILL BE OFFSET SLIGHTLY TO ENSURE THEIR BEING NOTED BY
EACH PERSON HANDLING THE CABLE. WITHIN +HE CABLE SECRETARIAT, TAGGED GABLES WiLL BE PLACED
ON THE TOP OF ANY COLLECTION IN ORDER THAT THEY MAY BE HANDLED AHEAD OF NON~TAGGED CABLES.

BACKLOG

WHEN A BACKLOG OF MORE THAN 300 CABLES 1S INEVITABLE FOR ANY REASON, IT SHOULD BE A MANAGED
BACKLOG, AND SHOULD CONSIST FOR THE MOST PART OF CATEGORY I AND 5 1TEMS, 1F THE BACKLOG 1S
GOING TO BE CARRIED INTACT FOR MORE THAN 6 HOURS, EACH MESsaGE CENTER CHIEF WiLtl GO THROUGH
IT TO ENSURE THAT NO CABLES ARE IN THE BACKLOG WHICH SHOULD BE PULLED OUT AND PROCESSED. ON
5 REGULAR WORK DAY, ClA ouTtls SHOULD NOT DE ALLOWED TO AGE MORE THAN 12 mours oVER CIA INTs,
ON SUNDAYS AND HOLIDAYS THIS SPREAD MAY BE GREATER. IN MANAGING THE BACKLOG, JUDGMENT MUST
GE EXERCISED IN DETERMINING AT WHAT POINT WE SHOULD srocEss ClA ouT's aneap ofF ClA INfs,
SPECIFICALLY, WHILE IT 1S IMPORTANT THAT CABLES BE PROCESSED IN A PREDETERMINED SEQUENCE,
CONSIDERATION MUST ALSO BE GIVEN TO PRECEDENCE, NEED FOR IMMEDIATE ACTION, TYPE OF MESSAGE,
AND THE GENERAL SITUATION PREVAILING, FOR EXAMPLE, THROUGHOUT EACH TOUR ANY CABLE WHICH
APPEARS TO WARRANT EARLY ATTENTION, INGCLUDING THOSE ADDRESSED. ACT1ON HEADQUARTERS MARKED

W MMEDIATE ACTION" SHOULD BE GIVEN APPROPRIATE PREFERENTIAL HANDLING « '

THE READLING FILE AND FILE COPIES OF MESSAGES IN CATEGORIES 1 AND 2 wxﬁL BE TIME=STAMPED AT’
THE TIME COPIES ARE PROCESSED AT THE MAlL ROOM WORK TABLE. - CABLE SEGRETARIAT PROCESSING
TIMES, EXCLUSIVE OF IW TIME, WILL BE SHOWN ON THE FORM 50 OF EACH INTEL 1TEM. THE MESSAGE
CeNTER CHIEFS ARE RESPONSIBLE FOR COMPUTING THE PROCESSING TIMES OF ALL CATEGORY 1 AND 2

L TEMS COMPLETED ON THEIR SHIFTS AND FOR POSTING THE PERTINENT DATA ON THE DAJLY PRODUCTION
REPORT. HE 15 ALSO. RESPONSIBLE FOR ENSURING THAT PROCEDURES ARE IN EFFECT TO ENSURE THAT
MESSAGES ARE PROCESSED 1IN ACCORDANGE WITH THEIR RELATIVE PRIORITY OF HANDLING AS SET FORTH
ABOVE.

This CSSOP HAS BEEN AMENDED TO PROVIDE FOor DCI "SeLects" To BE PROCESSED IN 30 MINUTES
EXCEPT FOR (TEMS IN THE INTEL FORMAT FOR WHICH PROVISION MUST BE MADE FOR PREPARATION OF
MASTERS AND FOR IW PROCESSING. '

5X1A

N)

\\\// CABLE = SECRETARY

CaBLE SEC,CDO, Mse CTR, Y4 TRNG BOOKS .
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SECRET
Ceable Secretariat CSSOP 5-3 - ATYTACHMENT D
Standing Operating Procedure GENERAL
No, 5-3 (Revised) 25 April 1966

8

1} The midnight CDO will give to the Mailroom Supervisor by
0750 hours Moaday through Friday the cables for both DCI
and D/DCl, separately enveloped and addressed: DCI - 7TD5617,
D/DCI - TD6013, The Mailroom Supervisor is responsible
for designating & courler and for ensuring that he departs by
0755 hours to effect delivery by 0800, If no one has arrived
at these offices by 0805, the courier should ask the CDO, Ext 5713,
for instructions. In no case should cables be left in an unattended
office or delivery made to a person not known by the courier to
be assigned to the ofiice in which delivery is made. Anything
unusual will be reported by the courier immediately and the CDO
w ill record the event on the Journal,

2) The midnight CDO will prepare and have ready for delivery and

turn over to the day CDO on Saturdays, Sundays, and Holidays
cables for both DCI and D/DCI enveloped and addresaed as
above, Delivery will be made at 0900 or when requested,

3) The day CDO will deliver individual cables as processed and
make every effort to meet the times established in CSSOP 90-1.

-3-
SECRET
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CyaLe STCRETARIAY

SYANDING OPERATING PROCEOURE

No. §0-25

D LUKHET

CS80P 90-25
COMMUNICAT IONS
25 AraiL 1966

RECEIPTING FOR COPIES OF OTHER AGENCY CABLES

Rescission: CSSOP 90.2%, 30 Ccrosrr 1963

I OTHER AGENCIES REQUIAE THAT WE SI1GN AND RETURN TO THEM RESEIPTS FOR CERTAIN CATEGORIER OF
CanLES. THESE DOCUMENTYS, BINCE THEY REPRESERT AN EXCHANGE OF CLASSIFILO MATERIAL BETWEEN
U.5. BOVERMMENT AGENCIES, MUST BE CHECKED AGAINST SNCLOBURES, BE SIGNIU, AND RETUANED
PHOMPTLY TO THE AGENCY OF ORGINATION.

=

THE INITIAL PROCESSING OF CACH DELIVERY OF OTHER AGENCY SABLES, OF WHICH RECEIPTING 18

AN IMPORTANT SYEP, 18 PRESCRIBED IN THE PROCEDURE WHICH FOLLOWA.

TIT  PROCEDURE
RESPONSIBILITY

Mair CLERK

<00

N

"
2!
3.

LCTION

RECEIVES ENVELOPES rrom CapLt/TD coumrien,
HANDE ENVELOPES AODRESSED BY NAME OR TiTLE To CDO.
OPENS BULK ENVELGPES AND CHECKS CONTENTS AND RECEIPY
EHSURING THAT:
A, THE ClA SYMBOL APPEARE IN THE DISTRIBUTION LADDER
OR LINE AND I8 ENCIRCLED ON THE TOP COPY,
8. NUMBERED COPIES AGREE WITH THE RECEIPT LISTING,
c. 1F 17TEM 18 AF TS, NOTES TIME OF RECKIPY, DAYE AND
SI1GNS] COMIES RECEIPT on 91k anD sLoTs omiaiNaL
AKD COPY SLOTS WITH OTHER RECEIPTS,
B. IF RECEIAT (€& FOURD TO BE CORREET, SIGNS 1T (N
DUPLICATE AND BSLOTS FOR BERVICE DESK,
£. IF RECLIPY 18 FOUND TO BE INCORRECY BY SHORTAGE OR
OVERAGE OF COPIES OR I¥ COPIES ARE FOUND ENCIRCLED
FOR AN AGENCY OTHER YMAN ClA, REFZAS RECEIPT AND
INCORRECY COPIES TO IMMEDIATE SUPERYISOR.
HANDS SENSITIVE ITEMB, THAT 8, ITEMS CONSIETING OF LESS
an 4 copiEB TO CDO,
BEraRATES U copy SETE AS FOLLOWS: ToP coPy fOR LOGS;
1 cory rom CDO; 2 copigs ror 500, Hanos COO & SDO corits
70 CDO AFTER FOSTING MESSAGE COUNT BY AGENCY ON MAILROOM
Loa, HaNDS TOoP corits yo LOG.
5L0T8 RECCIPTS, (F ANY, FOR RECEIPT DESK,

ScREEN THE SDO ADVANCE COPIES AND RELEASES SMALL BATCOHES

OFf MESBAGES CLIPPED TOGETHER] MARME SDO on ToP CcoOPY,

Ir CDO sELEcTs A MESSAGE FOrR DCI « wOTES THiS on SDO copy
AND HANDS ITEu(I’ TO MALL CLEAK FOR IMMEDIATE TUBING TO 500,

aroup 1 )
SECRET EXCLUDED FROM AUTOMATIC DOWN-
GRADING AND ODECLASSIFICATION
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Ci!&t SETERETARIAT
Syanding OrPLRAYING ProCEDURE

No. 90-25
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4
CIBOF 90-25
COMRINIC: TIONS
25 AemiL 1966
ACTION

Soars RECLIPTS (AT OPENING OF ausINESS, MONCAY~
Fripay) BY AGENCY OR ORIGINATION,
EXAMINES AND VERIFIES THAT ALL ARE SIGNED, ir
APPAOPRIATE, COUNTERS 1ONS ARMY AND £ RECELIPTS WHICH
meguite TR s1oRavuRe {NoT INITIALB) OF AN INDIVIOUAL
LISTED N ATTACHMENT *.
ENvELOREE, ADBWEREEY AND MAILS ORIGINAL RECEIPTS TO
APPROPRIAVE AGERCITE,
fILES DUPLICATE cowy OF aecgipre 1N Recripy FiLE
{ cumeno FiLE BY sared.
5 1r FORCE SENDE 5 SINGLE RECEIPY Form AFHQ 06624
ran YoP SECWET UASLEE, Tuis romm SHould Bt LHECKED
By Semvick CLERH o ENBURES
A, COPY 1B WADL FOR OUR CHRONG FILE
8, TIME OF RECELPT IS NOTED 1IN THE “Ting’ 80%,
FIAWATURE MUST B &Y A PEASON ON OUR REGISTERED
LIsT,
Removes AND DESTROYE ageg)oYE pont THAN 30 oaY3 oLb,

e s

DrpuTy CABLE SECRETARY

SECREY
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g"(\‘!} ROUTING AND RECORD SHEET
sOBsEeT, {Optional) ]
FROM: —EXTENSION | NO.
DATE
3 20 April 1966
gs'dm(go)mcer designation, room number, and DATE COMMENTS (Number each comment to show from whom
: 5X1A RECEIVED | FORWARDED to whom. Draw a line across column after each comment.)
L ATTN: -1&Z - For concurrence, In view of]
(,‘, the effective date, please telephone
2 g concurrence to | |
on or before 22 April,
3. OPSCEN y 25X1A
25K1A ATTSI:
1TG21
4,
D/COMMO J e _ 25X1A
6.
A A | Sy Hhe o
\ Ty L T—.; -
Sy e fgp e
7. i ;
} (j x,,\an,a-ww—ﬂkq ag) \ng\w
8. /\"' b R S
25X1A /W .
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(/5 ’ Z[P
10. [ S
/ //g‘-,«\ﬂvlbz.» n X1A
11. /}-ﬂz, ",r\J~»f,‘!i .ﬂ«.--;”i 4«!1'1“ Ov. s J‘tvﬂ"r»; z’-—’:
12. /{L\ It ot petge Lowedaned / o T RE
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13.
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14. <
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